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Abbreviations, participant short names and glossary

Abbreviations

csD
ENISA
GCG
GEE
KPI
LMS
LRS
MSE
SCORM
SRL
TP
xAPI

Certified Security Defender

European Union Agency for Cybersecurity
GEIGER Competence Grid

GEIGER Education Ecosystem

Key Performance Indicator

Learning Management System

Learning Record Store

Micro or Small Enterprise

Sharable Content Object Reference Model
Self-regulated Learning

Training Plan

Experience Application Programming Interface

Participant short names

FHNW
uu
TECH.EU
KSP

PFH

MI

KPMG
BBB
ATOS
SKV
HAAKO
CERT-RO
CLUJIT
E-ABO
SCB

PT

Fachhochschule Nordwestschweiz
Universiteit Utrecht

Fores Media Limited

Kaspersky Lab Italia Srl
Padagogische Hochschule Freiburg
Montimage EURL

Somekh Chaikin Partnership
Berufsfachschule BBB Baden

Atos IT Solutions and Services lberia SL
Schweizerischer KMU Verband
Haako GMBH

Centrul National de Raspuns la Incidente de Securitate Cibernetica

Asociatia Cluj IT
e-abo Gmbh
Braintronix Srl

Public Tender Srl
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Glossary

Competence

Competence
Grid

Curriculum

GEIGER
Indicator

Taxonomy of
Operators

Phases of
Training
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Samenwerkende Registeraccountants en Accountants-
Administratieconsulenten

Coiffure Loredana

Competence is the capability of a person to deal with a specific task, i.e. there
are always two sides: the operation/action and the object of the operation.
Accordingly, a usual definition of competence consists of an operator and an
object. Competence usually refers to declarative knowledge (about a topic)
and practical skills (acting with a topical object). It can also include
motivational and volitional aspects, i.e. not only the ability but also the
readiness to fulfil a task.

For complex educational purposes, it is useful to structure the set of
competencies to be trained. First, this concerns the (cumulative)
competence development; simply put: from easy to difficult. This
development can refer to the advancement of the complexity of the topical
issue as well as of the operation. Second, as competences refer to tasks, it can
be useful to distinguish topical fields that systematically, i.e. in regard to
learning, subdivide the given field of knowledge.

A curriculum defines the set of trainings/modules of a specific course in a
general manner. In the given context, this implies that there will be different
curricula for the different target groups that include specific selections from
the competence grid and a set of topics. In this sense, the curriculum refers
to the link between the competence grid and the syllabus. [Sometimes
syllabus is used in the sense of curriculum.]

The GEIGER Indicator is a key feature of the User Interface of the GEIGER
Framework. It informs in a simple manner about the level of risk of the MSE
(both social and technical) justified with recommendations for improvement.

There are different options to order operators for educational purposes. The
fundamental distinctions, however, appear between theoretically
know/understand, practically apply/use and innovatively analyse/synthesise,
while this sequence implies an increase of competence.

A training sequence aiming at a specific competence or topic should be
organised in specific phases to optimise learning. Typically, such a sequence
starts with engaging/motivating the learner in concern of the learning goal,
followed by reactivating of prior knowledge. In the next phases, new
knowledge is presented and then applied by the learner. The sequences are
usually close with tests or a control phase. Of course, training can deviate
from this standard sequence where reasonable; e.g. motivation can be of
different concern in relation to school or adult education.
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(Certified)| One of the main objectives of the GEIGER Education Ecosystem is the

Security| development of a scheme to train 'Security Defenders' specialised to work
Defenders| with GEIGER in MSEs - either with or without certification- and to conduct
such training in an exemplary manner. Concerning the MSE context, the
competencies are to be conceived in a way that they are acquirable by 'lay-
persons’, i.e. non-academic and non-ICT-specialist people. The focus lies on
MSE-specific understanding of a coherent set of cyber-security issues
including data privacy and detailed knowledge about GEIGER and its
application within a (one) specific MSE usage environment as well as
mentoring others about GEIGER in an MSE.

Self-Regulated| The focus of self-regulated learning in the present context is mainly on the
Learning| dependency of the motivation of personsin MSEs to learn to improve
cybersecurity and the ability to relate recognised learning objectives with

competenci
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